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Policy Statement
Firstly, we are under a legal obligation to let you know what personal information we collect about you, what we use it for and
on what basis. We always need a good reason and we also have to explain to you your rights in relation to that information.
You have the right to know what information we hold about you and to have a copy of it, and you can ask us to change or
sometimes delete it.
The reasons we collect information are set out in this privacy policy, but we are not telling you all this just because we have
to. As a communications provider, most of what we do – from connecting calls to developing and promoting our services –
involves using personal information. And we believe that it is very important for our customers to trust us with that
information. We want you to be confident that we will keep it secure and use it both lawfully and ethically, respecting your
privacy.

Purpose
Whatever we do with your information, we need a legal basis for doing it. We generally rely on one of three grounds (reasons)
for our business processing. Firstly, if you have ordered or take a service from us, we are entitled to process your information
so that we can provide that service to you and bill you for it.
Secondly, if we want to collect and use your information for other purposes, we may need to ask for your consent
(permission) and, if we do, that permission must always be indicated by a positive action from you (such as ticking a box) and
be informed. You are also free to withdraw your permission at any time. We tend to need permission when what is proposed
is more intrusive (for example, sharing your contact details with other organisations so they can market their own products
and services to you).

Scope
Please read this policy carefully as it applies to the products and services we provide to you (such as your phone, mobile,
WiFi, and broadband), our apps and our websites. It applies to our consumer, sole trader and partnership customers but
doesn’t apply to the information we hold about companies or organisations.
It also applies even if you’re not one of our customers and you interact with us as part of us running our business, such as by:

•
•
•
•
•

using one of our products or services – paid for by someone else;
taking part in a survey or trial;
entering a prize promotion;
calling our helpdesk; or
generally enquiring about our services.

If you need to give us personal information about someone else in relation to our products and services, the privacy policy
will also apply. And if we need the permission of the other person to use that information, we’ll ask you to check they are OK
with this.

Accessing and updating how we use your information
We’ll always try to help you with your request but we can refuse if we believe doing so would have a negative effect on others
or the law prevents us. And even though we have to complete your request free of charge, we are allowed to reject requests
if:

•
•
•

they’re repetitive;
you don’t have the right to ask for the information; or
the requests made are excessive.

If that’s the case, we’ll explain why we believe we don’t have to fulfil the request.
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Want a copy of the information we hold about you?
If you want a copy of your billing information, call 01462 417 100 and we’ll send it to you. (You must be the account holder to
ask for this information.)
You can also ask us for a copy of the information we hold about you by contacting us on 01462 417 100.
If you work for one of our corporate customers, please ask your employer – they’ll ask for this on your behalf.
It will normally take us up to one month to get back to you but could take longer (up to a further two months) if it’s a
complicated request or we get a lot of requests at once.
We’ll reply electronically unless you ask us to send the information by post.

Moving to another provider and want to take your personal information?
If we provide you with our products and services, or you’ve said we can use your information, you can ask us to move, copy or
transfer the information you have given us. You can ask us to do this by contacting us on 01462 417 100.
We’ll send your personal information electronically. And we’ll do our best to send it in another format if needed.
We’ll always try to help you with your request. But we can refuse if sharing the information would have a negative effect on
others, for example because it includes personal information about someone else, or the law prevents us from doing so.
It will normally take us up to one month to get back to you but could take longer (up to a further two months) if it’s a
complicated request or we get a lot of requests at once.

What information we collect and what we use it for
The personal information we collect depends on the products and services you have and how you use them. We’ve explained
the different ways we use your personal information below.

To provide you with products and services
We’ll use your personal information to provide you with products and services. This applies when you register for or buy a
product or service from us. Or if you register for an online account with us or download and register on one of our apps.
This means we’ll:

•
•

record details about the products and services you use or order from us;

•
•
•
•

update you on when we’ll deliver, connect or install your products and services;

•

support you more if you are a vulnerable customer.

send you product or service-information messages (we’ll send you messages to confirm your order and tell you about
any changes that might affect your service, like when we have infrastructure work planned or need to fix something);

let you create and log in to the online accounts we run;
charge you and make sure your payment reaches us;
give information to someone else (if we need to for the product or service you’ve ordered) or to another
communications provider if you’re buying some services from them and us (if we do this, we still control your
personal information and we have strict controls in place to make sure it’s properly protected); and
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We use the following to provide products and services and manage your account.

•

Your contact details and other information to confirm your identity and your communications with us. This includes
your name, gender, address, phone number, date of birth, email address, passwords and credentials (such as the
security questions and answers we have on your account).

•
•

Your payment and financial information.

•

Information from cookies placed on your connected devices that we need so we can provide a service.

Your communications with us, including emails, webchats and phone calls. We’ll also keep records of any settings or
communication preferences you choose.

We use this information to carry out our contract (or to prepare a contract) and provide products or services to you. If you
don’t give us the correct information or ask us to delete it, we might not be able to provide you with the product or service
you ordered from us.
If you tell us you have a disability or otherwise need support, we’ll note that you are a vulnerable customer, but only if you
give your permission or if we have to for legal or regulatory reasons. For example, if you told us about a disability we need to
be aware of when we deliver our services to you, we have to record that information so we don’t repeatedly ask you about it.
We will also record the details of a Power of Attorney we have been asked to log against your account.

Because it is in our legitimate interests as a business to use your information
We’ll use your personal information if we consider it is in our legitimate business interests so that we can operate as an
efficient and effective business. We use your information to:

•
•
•
•
•

Identify, and let you know about, products and services that interest you;
share within Flip for administrative purposes;
create aggregated and anonymised information for further use;
detect and prevent fraud; and
secure and protect our network.

To market to you and to identify products and services that interest you
We’ll use your personal information to send you direct marketing and to better identify products and services that interest
you. We do that if you’re one of our customers or if you’ve been in touch with us another way (such as entering a prize
promotion or competition).
This means we’ll:

•

create a profile about you to better understand you as a customer and tailor the communications we send you
(including our marketing messages);

•
•

tell you about other products and services you might be interested in;

•
•

try to identify products and services you’re interested in; and

recommend better ways to manage what you spend with us, like suggesting a more suitable product based on what
you use;

show you more relevant online advertising and work with other well-known brands to make theirs more suitable too.
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We use the following for marketing and to identify the products and services you’re interested in.

•
•
•
•

Your contact details. This includes your name, gender, address, phone number, date of birth and email address.

•

Details of the products and services you’ve bought and how you use them – including your call, browser (including IP
address).

Your payment and financial information.
Information from cookies and tags placed on your connected devices.
Information from other organisations such as aggregated demographic data, data brokers (such as Response One),
our partners and publicly available sources like the electoral roll and business directories.

We’ll send you information (about the products and services we provide) by phone, post, email, text message, online banner
advertising. We also use the information we have about you to personalise these messages wherever we can as we believe it
is important to make them relevant to you. We do this because we have a legitimate business interest in keeping you up to
date with our products and services, making them relevant to you and making sure you manage your spending with us. We
also check that you are happy for us to send you marketing messages by text or email before we do so. In each message we
send, you also have the option to opt out.
We’ll only use your call and browser to personalise our offers as long as you are happy for us to do so.
We’ll only market other organisations’ products and services if you have said it is OK for us to do so.
You can ask us to stop sending you marketing information or withdraw your permission at any time, as set out above.
Read our cookie policy for more details on how we use cookies.

To create aggregated and anonymised data
We’ll use your personal information to create aggregated and anonymised information. Nobody can identify you from that
information and we’ll use it to:

•

make sure our network is working properly and continuously improve and develop our network and products and
services for our customers;

•
•

run management and corporate reporting, research and analytics, and to improve the business; and
provide other organisations with aggregated and anonymous reports

We use the following to generate aggregated and anonymised information.

•
•

Your gender, address and date of birth.

•
•

Information from cookies and tags placed on your computer.

•

Details of the products and services you’ve bought and how you use them – including your call, browser (including IP
address).

Information about what you buy from us, how you ordered it and how you pay for it, for example, broadband ordered
online and paid for on a monthly basis.

Information from other organisations who provide aggregated demographic information, data brokers (such as
Response One), our partners and publicly available sources like the electoral roll and business directories.

We have a legitimate interest in generating insights that will help us operate our network and business or would be useful to
other organisations.
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To develop our business and build a better understanding of what our customers want
This means we’ll:

•

maintain, develop and test our network (including managing the traffic on our network), products and services, to
provide you with a better service;

•

train our people and suppliers to provide you with products and services (but we make the information anonymous
beforehand wherever possible);

•
•
•

create a profile about you to better understand you as our customer;

•

run surveys and market research about our products.

make and defend claims to protect our business interests;
share personal information within the Flip for administrative purposes, such as sharing contact details so we can get
in touch with you; and

We use the following information to do this.

•
•
•
•
•

Your contact details.
Your payment and financial information.
Your communications with us, including emails, webchats and phone calls (and any recordings made).
Information from cookies placed on your connected devices.
Details of the products and services you’ve bought and how you use them – including your call, browser (including IP
address and static IP address, if it applies).

If we use this information for market research, training, testing, defend or bring claims, development purposes or to create a
profile about you, we do so because it is in our legitimate business interests of running an efficient and effective business
which can adapt to meet our customers’ needs.
We create a profile about you based on what you have ordered from us and how you use our products and services. This
helps us tailor the offers we share with you. You can ask us to stop profiling you for marketing purposes at any time, as set
out above.

To run credit and fraud prevention checks
Before we provide you with a product or service (including upgrades or renewals), or sometimes when you use our products
and services, we’ll use personal information you have given us together with information we have collected from credit
reference agencies (such as Experian or Equifax), the Interactive Media in Retail Group (IMRG) security alert, or fraud
prevention agencies (such as Cifas). We use this information to manage our credit risk, and prevent and detect fraud and
money laundering. We’ll also use these organisations to confirm your identity. When they get a search from us, a 'footprint'
goes on your file which other organisations might see. We might also share the information with other organisations. We do
this because it’s in our, and the organisations’, legitimate interests to prevent fraud and money laundering, and to check
identities, to protect our business and to keep to laws that apply to us.
Details of the personal information that will be used include your name, address, date of birth, contact details, financial
information, employment details and device identifiers, including IP address and vehicle details.
If you don’t become one of our customers, we’ll still keep the result of our credits checks about you if we have a legal
obligation and it’s in our legitimate interests to help prevent or detect fraud. Fraud prevention agencies can hold your
personal information for different periods of time, and if you are considered to pose a fraud or money laundering risk, your
information can be held by us and the organisations we share it with for up to six years.
If you give us false or inaccurate information which we identify as fraudulent, we’ll pass that on to fraud prevention agencies.
We might also share it with law enforcement agencies, as may the agencies we have shared the information with.
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If you tell us you’re associated with someone else financially (for example, by marriage or civil partnership), we’ll link your
records together. So you must make sure you have their agreement to share information about them. The agencies we share
the information with also link your records together and these links will stay on your and their files – unless you or your
partner successfully asks the agency to break that link.
If we, a credit reference or fraud prevention agency, decide that you are a credit, fraud or money laundering risk, we may
refuse to provide the services or financing you have asked for, or we may stop providing existing services to you.
The credit reference and fraud prevention agencies will keep a record of any fraud or money laundering risk and this may
result in other organisations refusing to provide services, financing or employment to you. If you have any questions about
this, please contact us using the details below.
We send credit reference and fraud prevention agencies information about applications, and they keep that information. We
might also give them details of your accounts and bills, including how you manage them. This includes telling them about
your account balances, what you pay us and if you miss a payment (going back in the past, too). So if you don't pay your bills
on time, credit reference agencies will record that. They, or a fraud prevention agency, might tell others doing similar checks –
including organisations trying to trace you or recover money you owe them.
There are different credit reference agencies in the UK (for example, Callcredit, Equifax and Experian). Each one might hold
different information about you. If you want to find out what information they have on you, they may charge you a small fee.
Whenever credit reference and fraud prevention agencies transfer your personal information outside of the European
Economic Area, they place contractual responsibilities on the organisation receiving it to protect your information to the
standard required in the European Economic Area. They may also make the organisation receiving the information subscribe
to ‘international frameworks’ aimed at sharing information securely.
Here are links to the information notice for each of the three main Credit Reference Agencies.
Callcredit - https://www.callcredit.co.uk/crain
Equifax - https://www.equifax.co.uk/crain
Experian - http://www.experian.co.uk/crain/index.html

To collect debt
If you don’t pay your bills, we might ask a debt-recovery agency to collect what you owe. We’ll give them information about
you (such as your contact details) and your account (the amount of the debt) and may choose to sell the debt to another
organisation to allow us to receive the amount due.

To prevent and detect crime
We’ll use your personal information to help prevent and detect crime and fraud. We’ll also use it to prevent and detect
criminal attacks on our network or against your equipment. We monitor traffic over our network, trace nuisance or malicious
calls, and track malware and cyber-attacks.
To do that we use the following information, but only where strictly necessary.

•

Your contact details and other information to confirm your identity and communications with us. This includes your
name, gender, address, phone number, date of birth, email address, passwords and credentials (for example,
security questions). We do not store the original copy of your password. Instead we keep it in a form that allows us
to authenticate you but does not allow us to work out what your original password is.

•
•
•

Your payment and financial information.
Information from credit reference and fraud prevention agencies.
Details of the products and services you’ve bought and how you use them – including your call, browser (including IP
address).

•

CCTV footage in our shops and buildings.
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We use this personal information because we have a legitimate interest in protecting our network and business from attacks
and to prevent and detect crime and fraud. We also share it with other organisations (such as other communications
providers and banks) who have the same legitimate interests. Doing this helps make sure our network works properly and
helps protect you from attacks.
If you call the emergency services, we’ll give them information about you and where you are so they can help. We do this
because it is necessary to protect you, or another person, and because it is in our interests to help the emergency services in
providing help to you.

To meet our legal and regulatory obligations
We might have to release personal information about you to meet our legal and regulatory obligations.

To law enforcement agencies
Under investigatory powers legislation, we might have to share personal information about you to government and lawenforcement agencies, such as the police, to help detect and stop crime, prosecute offenders and protect national security.
They might ask for the following details.

•

Your contact details. This includes your name, gender, address, phone number, date of birth, email address,
passwords and credentials (such as your security questions and answers) needed to confirm your identity and your
communications with us.

•
•
•

Your communications with us, such as calls, emails and webchats.
Your payment and financial information.
Details of the products and services you’ve bought and how you use them – including your call, browser (including IP
address).

The balance between privacy and investigatory powers is challenging. We share your personal information when the law says
we have to, but we have strong oversight of what we do and get expert advice to make sure we’re doing the right thing to
protect your right to privacy.
We’ll also share personal information about you where we have to legally share it with another person. That might be when a
law says we have to share that information or because of a court order.
In limited circumstances, we may also share your information with other public authorities, even if we do not have to.
However, we would need to be satisfied that a request for information is lawful and proportionate (in other words,
appropriate to the request). And we would need appropriate assurances about security and how the information is used and
how long it is kept.

For regulatory reasons
We’ll also use your call, browser (including IP address) to find the best way of routing your communications through the
various parts of our network, equipment and systems as required by our regulator.
If you order a phone service, we’ll ask if you want your details included in our directory services such as our Phone Book. If
you do, we’ll publish your details and share that information with other providers of directory services. Ex-directory numbers
aren’t included and will not appear in The Phone Book.
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Sharing your information
Who do we share your personal information with, why and how?
We share your personal information within departments of Flip.
We also use other service providers to process personal information on our behalf. Details of how they handle your personal
information are set out below.

Using other service providers
We use other providers to carry out services on our behalf or to help us provide services to you. We also use them to:

•
•
•
•
•
•

provide customer-service, marketing, infrastructure and information-technology services;
personalise our service and make it work better;
process payment transactions;
carry out fraud and credit checks and collect debts;
analyse and improve the information we hold (including about your interactions with our service); and
run surveys.

Where we use another organisation, we still control your personal information. And we have strict controls in place to make
sure it’s properly protected.
When we share your information with other organisations we’ll make sure it’s protected, as far as is reasonably possible.
If we need to transfer your personal information to another organisation for processing in countries that aren’t listed as
'adequate' (https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personaldata-non-eu-countries_en) by the European Commission, we’ll only do so if we have model contracts or other appropriate
safeguards (protection) in place.
If there’s a change (or expected change) in who owns us or any of our assets, we might share personal information to the
new (or prospective) owner. If we do, they’ll have to keep it confidential.
For more details, or if you’d like a copy of our binding corporate rules or other information about a specific transfer of your
personal information, get in touch with us here. The fraud prevention section above provides details on transfers fraud
prevention agencies may carry out.

The countries we share personal information to
No data we hold will be shared or accessed from outside the European Union (EU).

Protecting your information and how long we keep it
How do we protect your personal information?
We have strict security measures to protect your personal information. We check your identity when you get in touch with us,
and we follow our security procedures and apply suitable technical measures, such as encryption, to protect your
information.

How long do we keep your personal information?
We’ll keep:

•
•
•

a summary copy of your bills for six years from the date of the bill;
your contact details on file while you’re one of our customers, and for six years after; and
details relating to any dispute for six years after it was closed.
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In other cases we’ll store personal information for the periods needed for the purposes for which the information was
collected or for which it is to be further processed. And sometimes we’ll keep it for longer if we need to by law. Otherwise we
delete it.

How to contact us and further details
Got a question about how we use your information?
You can get in touch with our data-protection officer by email dpo@flipconnect.co.uk or write to the address below and mark
it for their attention.
If you’d like any more details, or you have comments or questions about our privacy policy, write to us at:
Flip Connect
The Maltings
Bridge Street
Hitchin
Hertfordshire
SG5 2DE
If you want to make a complaint on how we have handled your personal information, please contact our data protection
officer who will investigate the matter and report back to you. If you are still not satisfied after our response or believe we are
not using your personal information in line with the law, you also have the right to complain to the data-protection regulator
in the country where you live or work. For the UK, that’s the Information Commissioner - https://ico.org.uk/.
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